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F.110336/01/2023/KVS(HQ)/Acad/C-25160/Misc Matter Date:- 28.08.2024 

An Autonomous Body under Ministry of Education, Govt. of India 
18, Institutional Area, S.J.S Marg, New Delhi-110016. 

Tel.: 011-26521841 

The Deputy Commissioners, 
Kendriya Vidyalaya Sangathan 
All Regional Offices 

Subject: Advisory for Protection of the Rights of Children against Production, 
Distribution, and Consumption of Child Sexual Abuse Material (CSAM)-reg 

Madam/ Sir, 

In continuation to this office letter No F.18061/IV-8/2023/KVS(Vig)/794- 
826 dated 22.07.2024, Ministry of Education, have forwarded an advisory for the 
Protection of the Rights of Children against the Production, Distribution, and 
Consumption of Child Sexual Abuse Material (CSAM). 

National Human Rights Commission (NHRC) has prepared this advisory to 
protect the rights of children against the production, distribution, and 
consumption of CSAM and requested the implementation of the outlined 
recommendations. 

Therefore, it is requested to disseminate this information to all Kendriya 
Vidyalayas under the region and Principal's of all Kendriya Vidyalayas should be 
instructed to implement the outlined recommendations to ensure the protection of 
children's rights against the production, distribution, and consumption of CSAM. 

Further, it is also requested to submit the Action Taken Report (ATR) within 
the stipulated time of one month to keep the Commission informed of the progress 
in implementing the advisory for assessing the efficacy of the measures taken to 
protect the rights of children against CSAM. 

Yours sincerely, 

~ 
(LB S~a) 

Assistant Commissioner (Vig/ Acad) 

Encl:- As above 
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NATIONAL HUMAN RIGHTS COMMISSION 
Manav Adhikar Bhawan, C-Block, 

GPO Complex, INA, New Delhi-110023 India 
Ph. No. (0) 011-24663217 / 24663269 

D.O. R-32/2/2023-PRPP (RU-2) 281h May, 2024 

Subject: Reminder seeking ATR on Advisory for Protection of the Rights of Children 
against Production, Distribution and Consumption of Child Sexual Abuse Material 
(CSAM)' issued on 2i" October 2023 

Dear ~i .. 
I 

Please refer to the D.O. even no. dated 27/10/2023 reading the Advisory for Protection of 
the Rights of Children against Production, Distribution and Consumption of Child Sexual Abuse 
Material (CSAM)' issued by NHRC on 27111 October 2023 (copy enclosed) 

2. In Alignment with the issuance of the Advisory, the Commission, through the said letter 
requested all concerned authorities of the Union/State Government(s)/UT Administrations to 
implement the outlined recommendations and send an Action Taken report (A TR) within the 
stipulated time to keep the Commission informed of their progress in implementing the advisory. 
However, the Action Taken Report (ATR) on all the recommendations outlined in the advisory is 
yet to be received by the Commission. 

3. Given the importance of this matter, I kindly request your intervention in directing the 
concerned authorities to expedite the process of implementing the Advisory. Furthermore, timely 
submission of the Action Taken Report (ATR) within one month would greatly facilitate the 
Commission in assessing the efficacy of the measures taken to ensure the Protection of the 
Rights of Children against the Production, Distribution and Consumption of Child Sexual Abuse 
Material (CSAM). 

With regards, 
Yours sincerely, 

Encl. As above: 

fu~ -.r?!R'!ll/Min. of Education\ 

O 3 JUN 2014 . 

·~-.- /SCANNED 

(Anita Sinha) 

Shri Sanjay Kumar 
Secretary 
Department of School Education and Literacy 
Shastri Bhawan, New Delhi- 11000 I 
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National Human Rights Commission 

Manav Adhlkar Bhawan, C-Block, 
GPO Complex, INA, New Delhl-110023 lndla 

No. R-32/2/2023-PRPP (RU·2), dated 271
h October, 2023 

Advisory for Protection of the Rights of Children against Production, Distribution and Consumption 
of Child Sexual Abuse Material (CSAM) 

The National Human Rights Commission (NHRC) 'is entrusted with the responsibility of 
protecting and promoting human rights of all, Including children, under the Protection of Human 
Rights Act, 1993. In this regard, the Commission has been concerned about the proliferation of Child 
Sexual Abuse Material (CSAM) and Its Impact on the human rights of children. 

2. The tremendous Increase In the production, distribution and consumption of CSAM needs to 
be imperatively addressed as it may have a lasting psychological impact on the child leading to 
further disruption of his/ her overall development. 

3. Recognizing the role of various national as well as international stakeholders, including 
Governments, Law Enforcement Agencies (LEAs), Internet intermediaries and civil society in curbing 
this menace, the Commission hereby issues the 'Advisory for Protection of the Rights of Children 

. against Production, Distribution and Consumption of Child Sexual Abuse Material (CSAMJ' to the 
Union/ State Governmantts] and UT Admlnistration(s) to protect the human rights of children In the 
digital environment. 

4. All concerned authorities of the Union/ State Government(s)/ UT Administration(s) are 
advised to Implement the recommendations contained in the Advisory, in fetter and spirit, and send 
an Action Taken Report (ATR) within two months for Information of the Commission. 

~ 
[ Bharat Lal ] 

Secretary General 

Enclosed: Advisory for Protection of the Rights of Children against Production, Distribution and Consumption 
of Child Sexual Abuse Material (CSAM) 

1, Secretary 
Ministry of Electronics and Information Technology 
Electronics Niketan, 6, CGO Complex 
Lodhi Road, New Delhi - 110003 

2. Secretary 
Ministry of Home Affairs 
North Block, New Delhi- 110 001 

3. Foreign Secretary 
Ministry of External Affairs 
Room No. 177, South Block, New Delhi· 110011 

Cont .. 

lhTol : 91-11-24663211, 24663212 ~ : 91-11-24663262 
Phone: 91-011.-24663211, 24663212, Fax: 91-011-24663262, E-mail: sgnhrc@nlc.in, Website: www.nhrc.nic.in 
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4. Secretary · 
Department of Personnel and Training 
North Block, New Delhi· 110 001 

5. Secretary 
Ministry of Women and Child Development 
Shastri Bhawan, Dr. Rajendra Prasad Road 
New Delhi • 110 001 

6. Secretary , 
Department of School Education and Literacy 
Shastri Bhawan, New Delhi-110001 

7. Secretary 
Department of Higher Education 
Shastri Bhawan, New Delhi-110001 

8. Secretary 
Ministry ot'communlcatlons 
sanchar shawen 29, Ashoka Road 
New Delhi 110001 

9. Director 
Central Bureau of Investigation 
Plot No. 5-B, 6th Floor, CGO Complex 
Lodhl Road/ New o'elhi- 110003 · 

10. Director G~neral 
' National Crime Records Bureau 

National Highway- 8, Mahipalpur 
New Delhi- 110037 . 

I 

11. Chairperson 
Telecom Regulatory Authority of lndi?I 
Mahanagar. Doorsanchar Bhawan 
Jawaharlal Nehru Marg (Old Minto Road) · 
New Delhl-!110 002 

I 

12. Director Ge.neral 
National Informatics Centre 
A·Blo~k, CGO Complex, Lodhl Road, 
New Deihl 1110 003 India 

' 13. All Chief Secretaries/ Administrators (all States & UTs) 
' 

14. ~II DGPs (all States & UTs) 

i 
I 
I 

' ! 

I 
I 

I 
I 
I. 

I 
I 

I 
I 

I I 
! 

, I 
I 

I I 
'·. 

I 
I 
I 

I 

I 
I I I. 

I 
! 

·1 

I 

I 
I 

I I 



·-··., 

0 National Human Rights Commission 

Advisory for Protection of the Rights oi Children against Production, Distribution· 
I 
' and Consumption of Child Sexual Abuse Material (CSAM) 

Advancements In information and Communications Technology (!CT) provide optimal 
conditions for creating an ecosystem that supports proliferation of Child Sexual Abuse 
Material (CSAM). While role of the Internet in modern society is that of an 
indispensable positive social force, it cannot be denied that in few areas, like child 
sexual abuse, it has enabled significant harm. Production, distribution and 
consumption of CSAM Is one of the most terrible forms of sexual abuse and 
exploitation faced by children and, consequently, a grave violation of their human 
rights. Statistics Indicate a colossal rise in the proliferation of CSAM across the globe. 
According to the National Center for Missing and Exploited Children (NCMEC) 
'CyberTipline 2022 Report', out of the 32 million reports received by NCMEC, 5.6 
million reports pertained to CSAM uploaded by perpetrators based out of India. A 
total of 1,505 instances of publishing, storing and transmitting CSAM under Section 
678 of Information Technology (IT) Act, 2000 and Sections 14 and 15 of the Protection 
of Children from Sexual Offences (POCSO) Act, 2012 had been reported In the year 
2021. 

Production of CSAM creates a permanent record of sexual abuse while its subsequent 
transfission and consumption via Internet and other means results in perpetual 
victi~.ization of children thereby having a lasting psychological impact on the child 
leading to further disruption of his/ her overall development. Effective identification 
and plocking of CSAM content, timely sharing of data among stakeholders and 
expedited prosecution of offenders Is the need of the hour. However, it is easier said 
than done as the discourse surrounding the human rights and dignity of children Is 
intertwined with issues relating to right to privacy of lndlvlduals in the digital 
environment. In this regard, the role of various national as well as International 
stakeholders, including governments, law enforcement agencies, Internet 
intermediaries and civil society, is indispensable in effectively collaborating and 
curbirg this menace. 

The Government of India has ratified the United Nations Convention on the Rights of 
the Child (1989) and its Optional Protocol on the 'Sale of Children, Child Prostitution 
and ~hild Pornography' (2002). The Information Technology (IT) Act, 2000 'and the 
Information Technology (Intermediary Guidelines and Digital Media Ethics Code) 
Rules'. 2021 along with the Protection of Children from Sexual Offences (POCSO) Act, 
2012 and the POCSO Rules, 2020, the Indian Penal Code, 1860 and the Juvenile Justice 
(Care and Protection .of Children) Act, 2015 constitute the legal framework for 
addressing CSAM. The Government of lndla, through NCRB, has signed a 
Memorandum of Understanding (MOU) with National Centre for Missing and 
Exploited Children (NCMEC), ·a non-profit organisation in USA, for recelpt of Cyber 
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Tipline Reports (CTRs) on CSAM from the latter. The CT Rs received by NCRB' are 
shared wjth the respective States/ UTs onllne via National Cybercrime .Re'pojtlng 
Portal for further action. The Cyber Crime Prevention against Women and Chil~ren 
(CCWC) scheme for capacity building of Law Enforcement Agencies (LEAs) ~nd) the 
Indian Cyber Crime Coordination Centre [14C) scheme for coordinating compliances, 
undertaking R&D activities and all-India drives against CSAM have been iaJnched. 

I ' I 
Lastly, th~ Supreme Court of India had constituted a committee of experts tp assist 
and advise It on feasibility ·of ensuring that CSAM and Rape/ Gang Rape (RGR) content 
Is not made available to general public. ; 'I I 1, · 

. The · Nat!9nal H~man Rights Commission is mandated under Section 12 iof I the 
Prctactlori of Human Rights Act, 1993 to protect and promote human rights of all 
persons, i(lcluding children. The Commission has endeavoured to protect the human . 
rights of; .children In the diSJ!tal e.nvironment. Now, the Commission tssues the 
following [Advlsorv, consisting of four parts, to supplement the efforts of the 
Governm~nt In ensuring the protection of rights of children vis-a-vis proliferation of 

I . I 
online CS1M, Part I deals with addressing legal gaps and issues of harmonizatiop of 
laws pertaining to CSA.M. Part II contains measures _for monitoring and reg'ula,ting 
Internet i~termediaries, including use of technology to monitor CSAM content :on(ine, 
sharing o~ lnformatlcn and cooperation wlth the Government. Part Ill pertalns to 
creation of a specialized mechanism of law enforcement for addressing CSA!V1 ~s· ~ell 

I I ' as strengthening the existing mechanism involved In detection, lnvestlgat11n rnd 
monitoring of CSAM. Lastly, Part IV recommends measures for capacity building and 
training of officials, sensitization, awareness and support to survivors of CSAM. j I 

. I !· I 
I. Legal challenges and addressing the gaps · I . 

I I 
' ' ! 

1. Terminol.ogy: . , 1' I 
I I 

a.) The phrase ''.Child Pornography" in Section 2[1) (da) of the POCSO Ad, 2612 
should!be replaced with "Child Sexual Abuse Material" (CSAM}. Terms Ilke '.;us~ of 
childre1n in pornographic performances and materials", "child sexual, abuse 
materipl" and "c~ild sexual exploitation material" to be preferred ov

1
er "C ild 

Pornography", , : , 

b.) The teirn "sexually expllcit" needs to be defined under Section 67B of the !IT. ct, 
• ,, ' • I 

2000 to ensure prompt ldentlfication and removal of onllne CSAM. 
• I ' 

2. Definitio,:, of Intermediary: The generic definition of "Intermediary" under Section 2 
(w) of the IT Acf; 2000 should expressly include Virtual Private Network (VPN) iertice 
providers, Virtual Private Servers (VPS) and Cloud Service Providers tol aJold 
ambiguity and r~lnforce compliance of the CSAM related provisions of the IT/Ac! by 
them. , I I 

3. Harmonization of laws: Harmonization of laws across jurisdictions. through bl,iatrral 
agreeme~ts may be explored as CSAM might be created, uploaded, sharid rnd 
viewed from multiple jurisdictions. 

' ·~ 1' 

(/) 
I 
I 
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4. lnternatlonal Treaty: Government of lndla (GOI) to pursue the adoption of UN draft 
Convention on 'Countering the Use of Information and Communications 
TechAologies for Criminal Purposes', coniaining provisions pertaining to addressing 
CSA~ and cyber grooming, by the General Assembly. 

5. EnhaQcing punishment: Considering the gravity of the offence, the current quantum 
of p~nlshment for offences pertaining to online CSAM under Section 14 of the 
POCSP Act and Section 67B of the IT Act (seven years or less) may be relocked or 
exernnt the application of Section 41A CrPC by making appropriate legislative 

I 
changes. 

6. Certificate under Section 658 of the Indian Evidence Act: The requirement of Issuing 
a certificate under Section 658 of the Indian Evidence Act, 1872 in online CSAM may 
be relocked in cases relating to CSAM to prevent delay in investigation. 

II. Monitoring and regulating Intermediaries 

I. Use of technology: Intermediaries, Including Social Media Platforms, Over-The-Top 
(OTI) applications and Cloud Service Providers, must deploy technology, including 
content moderation algorithms, to proactively detect CSAM on their platforms and 
remove the same. Similarly, platforms using End-to-End Encryption services may be 
mandated to devise additional protocols/ technology to monitor circulation of 
CSAM. Failu're to do so to invite withdrawal of 'safe harbour' clause under Section 

79, IT Act, 2000. 

2. CSAM specific policy: Intermediaries be mandated to develop a CSAM specific policy 
that ~!early outlines a user-friendly In-house reporting mechanism, notification of a 
dedicated point of contact (the details of which may be adequately advertised), 

' . standardized response time (considering the speed of circulation of online CSAM) 
and use of technology for detection and removal of CSAM from their respective 
platftirms. The said policy should be made In consultation with Government and 
conveyed to the users by prominently displaying the same. 

3. Removal of CSAM: Considering the speed of circulation of online CSAM, the_ time 
takeri for removal of content by Intermediaries after _getting Information from 
appropriate government/ authorized agencies should not be more than 6 hours, as 
against 36 hours under Rule 3 (1) (d) of the Intermediary Guidelines, 2021. Further, 
de-indexed content must be removed every time it resurfaces without another 

authorization for the-same. 
I . 

4. Partn.erships: Intermediaries must explore having partnerships amongst themselves 
to enable sharing of real time Information pertaining to CSAM content detected on 
their platforms in the same way as they share data for advertising. On receipt of the 
same, the recipient intermediary must remove the said content. 

5. Information-sharing: Intermediaries should be directed to share Information 
regarping CSAM content detected on their respective platforms with NCRB/ any 
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other GOI mandated authority. Presently, Intermediaries share CSAM contbnt with 
. ·: ·1 NCMEC, USA, which, In turn, shares it with NCRB. : : 

6. Pop-up, messages: ISPs, web browsers and OTT players to ensure that: pbp-up 
warning messages are displayed for searches related to CSAM. I ,· 

' I 

7. Availability of records; ISPs to ensure maintenance of complete Internet Protocol 
I ' Detail Record and IPDR (with destination Internet Protocol, IP/ Port) of SP,ecific 

Internet connections/ source IP/ destination IP. Moreover, in case a subscrlber!shifts 
from one IP to another, the earlier ISP s~ould maintain the history ilf l1n~ernet 
connection for at least one year. The ISPs should provide requisite data to lE.Js in a 

I • I reasonable time frame, particularly in CSAM related crimes. , ! ! . I 

8. KYC and avallablllty of records: ISPs and intermediaries to ensure compliance of KYC 
norms.of their subscribers and easy traceability and availability of records for Jse by 
LEAs in .CSAM re la led crimes. · : ... / .. _ "~ 

I 

9. Domain registration: Ensure compliance of KYC norms in the domain reglst~ation 
process; This ~e particularly applled to the registrants of .In domain names, lhcli.Jding 
entitles: based abroad. NIXi (National Internet Exchange of India), which nialritains 
the .in Registry, should develop a web portal enabllng LEAs to easily. actes~ the 
registra~lon detalls of .In domains. . . , / 

10. Quarantining' posts to enable technology/ Artificial Intelligence (Al) to detect ~AM 
before publishing must be made mandatory. / 

. I , ; . 
11. Certificate for digital evidence: Ensure Social Media Platforms, includlng those based 

abr~ad,'provld.& a certificate for producing Digital Evidence of online coritcintlu/~ 656 
of the rhdian E~idence Act. Presence of Soci~I Media Intermediaries (SMls) ih cburts 
during t~lal through Grievance Officer to be ensured. · ; I 

12. Cooperation with the Government: Government of India should develop a !Jn/form 
. format 'to seek data from Intermediaries which can be used by the frAs, in 
consult~tion with them. Grievance Officer of Intermediaries be held respon~lble for 
providirlg requisite data as evidence to the LEAs In a time bound manner,:lnste~d of 
se~~lng 

1
the sa;e through the Mutual Legal tsis~ance process, . ; . · I . 

13. VPN Regulations: Since VPN allows obfuscation of Identity of users, ISPs lay use 
Deep P~cket Jnscecuon (DPi) toanalvza the packets passing through their .1et~ork 
to identify the details of VPN users, which should be provided to the respective LEAs, 
partlcularly In cases relating to CSAM. Ensure compliance of the Notificatioh dated 
28.04.2022, titled 'Directions under sub-section (6) of section 70B of thef ITJ Act, 
2000, (elating to In.formation security practices, procedure, preve~tl~n, r~sp;onse 
and reporting of cyber incidents for Safe and Trusted Internet' (VPN Regu/at(on.s) by. 
the ISPs! . , . . I ' I . . 

~. 
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0 II\, Detection, lnvestigatlon and monitoring of CSAM 

1. Speci11ized State Police Units: Every State/ UT to have at least one Specialized State 
I 

Polle~ Unit for detection and Investigation of CSAM related cases and apprehension 
of offenders. The Government of India to assist the setting up and equipping these 
units,: for instance, through grants under Modernization of State Police Forces (MPF) 

' . 

Scheme, Police Technology Mission and Nirbhaya Fund. 

2. Speclallzed Central Police Unit: A Specialized Central Police Unit in the GOI to deal 
with iCSAM related matters, including detecting CSAM content, maintaining its 
reposltorv, analyzing patterns, assisting Investigative agencies, initiating the process 

I 
for takedown of content and so forth, be established. It should consist of experts In 
identification and investigation of CSAM In order to focus on identifying a~d 
apprehending CSAM offenders both in dark web and .open web and developing a 
comprehensive and coordinated response of investigation and law enforcement 
agencies towards monitoring, detection and investigation of CSAM. 

3. Noda/ Point: The proposed Specialized Central Police Unit should also act as a nodal 
point/ for collaboration with stakeholders, international cooperation, liaison with 
LEAs i of states, coordination of all-India drives against CSAM, generation of 
awareness and creation of deterrence. It wi!I also keep a track of the national 
database of hash values of known CS/\M and manage· blocklng of the same· by 
intermediaries. 

4. Database of CSAM: 

a.) A n1ational database of CSAM with hash values of known CSAM be created by the 
prtjposed Specialized Central Police Unit so that the required content be blocked 
by Intermediaries. This should be maintained by the proposed Specialized c'entral 
Police Unit. 

b.) Th~ proposed Specialized Central Police Unit must ensure collection of 
disaggregated data pertaining to prevalence, trends, and patterns of CSAM, 
involving gender, age, caste, ethnicity, or other socio-economic parameters to 
better understand the issue and Inform policy-based interventions. 

! 
c.) NCf B receives Cyber Tip line Reports (CTRs) from th.e NCMEC, USA, which are 

transmitted to the concerned state Police. This data be maintained in a structured 
. form to enable search and analytics. 

d.) The Central Bureau of Investigation (CBI) has access to the International Child 
Se~ual Exploitation (ICSE) database maintained by INTERPOL. Access of the same 
may be shared with NCRB (since it already receives similar reports from NCMEC) 
forforwardtng the same to all state Police. 

Alt~rnatively, access to the ICSE database may be provided to all states for 
re~ucing delays in Investigation. However, as a prerequisite, the state Police may 
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... ,, ... 

. I 
be require.d to set up ICT enabled Specialized State Police Units for ~SAMr !elated 
investigations. . ; 

e.) The'. National Database on Sex Offenders maintained by NCRB, MHA, ~e e~panded 
to /~elude CSAM offenders convicted under Section 678, IT Act, 2000 and S~ctions 
14 ~nd is.vocso Act, 2012. : : j . 

f.) A separate dashboard on CSAM related offences be incorporated in the Inter­ 
Operable Criminal Justice System (IOS)/ Crime and Criminal Tracking NeJork & 

:;:;::sfo~c:5c:x:!\ ;;,:an~::e(l~~i~~ is used by NCRB for Investigation ;lf acking 
5. Repo~lng Portal -(www.cybercrime.gov.in): The requirement of uploaaing valld · 

national ID of the victim under the 'Report and Track' feature be done· a'way tith as 
the_l~;ntlty of the victims may not be known In many instances. I ./ .. 

6. Use o~ technology . · · I· 
a.] The

1 
Specialized Central and State Police Units should use technological methods 

"like, hotspot mapping, predictive policing, Geographic Information Syste~ (GIS), 
and: Identity resolution to Identify repeat offenders and alert potential v/ciims of 
onll_ne child sexual abuse, for Instance, In cases of suspected on/ine grdomiin~. 

l : ·. . I. i I 
b.) Government to direct and incentlvize development of indigenous technological 

tool:s to detect CSAM, for instance, by organizing hackathons or thr?ug~ ~rants 
under Moderniza.tlon of State Police Forces (MPF) Schema; Pollce Te~h~ology 
Mls~i~n a1d Nirbhaya Fund. Pertinently, some clo~d Applicati.on P)og~a+ming 
Jnte~face (API) based software tools are being used by Intermediaries, i~cluding, 
CloudFlair,i·Safer, Google's Al tool, Griffeye, stc., to detect CSAM on) their 
p~t~rms. ; 

I 

c.) Registr~nts of .in domain names be mandated to have in-built ~oftwate for 
proictively ~etectlng CSAM before the same Is uploaded on the portal: . j 

... d.] NCR
1
B should develop software for auto-resolution of IP Address, da~e a,n1 time 

from Cyber_;Tipline Reports (CTRs) receiv~d by it from NCMEC: Until then, 9nf may 
con~ider using foreign software tools iike the Internet" Crimes Against Children 
Chil1 On-lin~ Protection System {ICACCOPS) for monitori~g CSAM. '. _ 1 I 

7. Repository of'software tools: Develop a national repository of softwarefools, 
lricludirig tools for scanning of CSAM, extracting IP address, etc., to b~ ade 
available f~r use by LEAs. Pertinently, the NCRB Is In the process of developi~g tool 
to address "]anual scanning of CSAM because the latter· can overwhel 

I 
the 

investi;ators. . · · · : I 
8. Forensic investigators: The number of forensic Investigators needs ; to be 

substanttally lncrea~ed because online child abuse related cases ·are p~oli~er~ting. 
Since proliferation of CSAM is a specl.,lized crime, forensic· lnvestigatorJ and 
examiners entrusted with such cases must also be proficient to handle them, · \ 

~ 
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0 9. Genetal Consent to CBI: It takes considerable time in receiving consent for CBI 
investigation from the concerned State as there is no general consent to CBI for 
investigation by most of the states. States should give consent for investigation by 
CBI of cases pertaining to online CSAM under the IT Act, 2000 and the POCSO Act, 
2012. 

l 0. Monitoring and evaluation: Mechanisms to continuously monitor and evaluate the 
effectiveness of policy interventions pertaining to CSAM be established by the 
proposed Specialized Central Police Unit to identify gaps to enable improvement of 
the same. 

IV. Capacity building, sensitization, awareness and victim support 

1. Training courses and sensitization of officials: 

a.) The National Cybercrlme Training Centre (CyTraln) portal to devise a training 
course/ Standard Operating Procedure (SOP) for investigation and disposal of 
CSAM related cases by LEAs, public prosecutors and judges. This should be 
regularly. upgradedwith evolving technology. 

b.] Officials of the state Police managing the CTRs be provided technical training to 
handle the same. 

c.) Police officials deallngwlth cases pertaining to CSAM to be imparted sensitization 
training on rights of children In the digital environment, their specific 
vulnerabilities on the Internet, the extent and emerging manifestations of CSAM 
and the use of child-friendly procedures in investigation. 

d.) States to take up capacity-building programmes for Police forces to effectively 
address cyber crimes against children, including cyber exploitation and CSAM. 

2. Awareness and sensitization of parents, children: Schools, colleges and Institutions to 
ensure continuous education and generation of awareness among students, parents 
and teachers on the modus operandi of online child sexual abusers, specific 
vulnerabilities of children online, reporting mechanisms, recognizing early signs of 
onllne child abuse and grooming through emotional and behavioural indicators, use of 
parental control apps, Internet safety among children through different means, like 
conducting workshops in schools, Involving civil society, etc. 

J. Cyber curriculum: Central and State Education Boards ta draft and incorporate cyber 
curriculum in schools, including cyber safety, personal safety, relevant child care 
legislation (Including Section 678, IT Act, 2000 and Sections 11, 13, 14 and 15, POCSO 
Act, 2012), national/ local pollclesand legal consequences of viola ting the same, etc. 

4. Psycho-social care and support: Survivors of CSAM be provided support services and 
opportunities for rehabilitation through various means, like partnerships with civil 
society and other stakeholders. Psycho-social care centres may be established in every 
district to facilitate need-based support services and organization of stigma 
eradication programmes. 
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S. Lexicon in vernacular languages: 

a.) Encourage development of cyber security lexicon In languages other than English 
I so that people are well educated and aware of the same. 1 

b.) Lexicon used to search CSAM online be translated Into vernacular lang~ag~s. It 
may be used to develop algorithms to detect CSAM shared online In vernacular 
languages. · · ' ! 

I 6. Recurring SMS services: SMS alerts to be sent to every mobile phone through ;Telecom 
Service Providers every quarter/ month cautioning users about CSAM. : 

7. Chief Information Security Officers: The Chief Information Security Officers (CIS0s) of 
organizations should be sensitized to proactively identify cases where CSAM Is st~red 
or accessed in their respective organizations. 

I 

i 
I 
I 

I I 

·.· 11 
! 

Ii 
I 

ii 
I l 

•\ I 

·r I 
I; 
I; 
I' 
I I 

I 
I 
I 
I 

I! Ii 
Ii 
I\ 

l i 
I I I, 
I/ 
I 

j: 
I! I I 

I 
i 
I 

I I\ 
\ I I 
.I ! I I 

I / ! 
I -1 I 

I I I' i 
I I 

I 
I 

I I 

\ \ I Ii 
I , 1 

I I 
8 i 

I 
I! 



745/2017 



DELIVERY ATTEMPTED (DATE) (TIME) . 
REASON OF NON-DELIVERY 

D "'ffffif /~ 'Q'aT D -AA~ WIT.~ 
lncorrecUlncomplete Address Refused 

D ~,~~ ffl D ~'Qa'"CR~'.fllfqif~ ~PM~t 
House / Premises Locked No Such person on the Address 

<1~1.£1 q1.:tc1 ~ 31141~1 
National Human Rights Commission 

1lAcf ~ cqq.r, *-•cfi m, ~ cftau qA tH, di •$Q:u~, 
ManilV Adhikar Bhawan, Block-C, GPO Complex JNA 
~~c+l1-110 023, 'm«f, New Delhi-110 023, INDIA 

. Website: www.nhrc.nic.in 



1~33731/J024/IS-12 Section 

F. No. 3-10/2024- JS-12 
C3tl\•crn111c111 of India 
Minisu, ui' Fducuuon 

IJ1.:pnnment or School Educntion & / .itcracy 
IS-12 Section 

Shastri Bhawan, New Delhi 
Dated: st1• July. 2024 

To. 

The Pr. ecrctary/ Secretary, All Autonomous Bodies .. 
Educauon Department. i'vlinistry of Educatiun 
All S~~~111d _ _l:!l:> ... As perthc annc.hcd list. 

Subject: .'\dvisory lor Protection orrhc Right~ of Children against Production. Distribution and 
Consumpuon otChild Sexual Abuse Mntcriul (CS!\/v/J -reg. 

Madam/ Sir. 

I am directed to enclose herewith /)Q lcucr 110. R-32/2/2023-PRPP (Rll-2) dated 
:.8.05.20:.4 entailing n cop> cli"D.O letter dated -:"7.10.202:; received from Nai iona] l lumun Rights 
Commission (NI IRC) regarding the 1\dvi~or~ tor Pr,•tct:li1J11 01· the Rights of Children against 
l'roducrion. Distribution and Consumption oi"C'hild Sexual Abuse Material ( "S1\MJ. 

2. NI /RC \ ide above letter requested all concerned authorities or the Union/State 
Govcrnrncnusj/U'F Administrations LP i111plc111c111 the outlined rcconuncndarions and send an 
Action Taken report (1\T/{) within the stipulated rime to keep the 'ommission informed of their 
progress in irnplcrncnting the advisory. 

3. You urc requested io expedite the implementation or ibid 1\dvisory issued b~ National 
Human Rights Conunission. 

Encl. ,\s above. 

Yours faithfully 

Cr(r;~f~ 
(R,~ Kuii:;\Jigam) 

Under Secretary to the Government or India 
17mail- us-is 11.i:du'a!!.!ov.in 

Copy for inforruaiion to: Vb. Anita Sinha. Juint ~1:<.:1Tti11·1· (P&T). National I lurnan Rights 
Commission. M:111:1v Adhikar Bhawun. C- Block. Gl'O Co1npkx. INA, New l),lhi--110023. 

List of Autonomvus Bodi(•s: 

I. Chairman C/3SE. Shik ha 1'rndra.2. C\·,n11nunit.y Centre, Pree\ \/ihar, Delhi- 110092 
2. The: Commissioner. Kcndriya Vidyala:a Sangathan. IS. l11stitutio1rnl Arca. Shah.:cd .lcct 

Singh Marg, New Dclhi-110016. 

:;, Tile Co111111ifisioncr. Navodyn \lidynl,t) S,.1111iti. B-15. lnstitutivna I r-cu, Sectl>r-62. 
Noida. Ullar Prndcs/1-201307. 

'ile No. 3-10/1014-15-11 (Computer No. 3118711) 

jenerated from eOflice by NAVI BANSAL, ASO(NB)IS-12, ASO, Ministry of Education on 10/07/2024 12,58 PM 


